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Marlene H. Dortch, Commission Secretary
Office of the Secretary
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445 12'11 Street, SW
Washington, DC 20554

Re: Aunua164.2009(e) CPNI Certification
i-wireless, LLC
EB Docket No. 06-36

Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), i-wireless, LLC hereby submits its Annual
64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectful!

/'
L I ;JM. Steinhart

t mey for
i-wireless, LLC

Enclosures
cc: Mr. Patrick McDonough
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I, Patrick McDonough, ChiefFinancial Officer of i-wireless, LLC, certifY that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how i-wireless, LLC's procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

5~,~~
Name: Patrick McDonough
Title: ChiefFinancial Officer

FCC Annual Filing
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Annual 47 e.F.R. § 64;2009(e) erN! Certification

EB Docket 06-36

i-wireless, LLC has not taken any actions (proceedings instituted or petitions filed
by a compimy at either state commissions, the court system, or at the Commission against
databrokers)against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to
access C;PNI , and what steps companies are taking to protect CP:Nl.

i,wireless, LLC has not] received any custQmer complaints in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company.
has received related to unauthorized access to Cr'NI, or unauthorized disclosure of CPNI,
broken down by category or complaint, e.g., instances of improper access by employees,
instances of improper disclosure to individuals not authorized to receive the information,
or instances of improper access to online information by individuals not authorized to
view the information).

~A{~Signed ·U'" .
Patrick McDonough, ChiefFilliltlCfu Officer

FCC Annual' Filing
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Annual 47 C.F.R. § 64.2009(e) CPN! Certification
EB Docket 06-36

Exhibit A

i-wireless, LLC
Compliance Requirements



Section 64.2005

«

i-wireless, LLC
One Levee Way, Suite 3104
Newport, Kentucky 41071

Compliance Requirements

l~wireless, LLC ("Company") maintains the following operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Usc of customer proprietary network information witbout customer
approval.

(a) Any teieconunullications carrier may lise, disclose, orpennlt access to CPNI for tbe purpose of
providing or morketblg service offerings among tbe categories of service (i.e., local, intercxchlUlge, and
CMRS) to wbich the customer already subscribes from the same carrier, without customer approval.

(1) If a teleoonununic.tlons carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by tbe carrier, the calTier is pCl1nitted to share
CPNI among the carrier's affiliated entities that provide a service offering to Ihe customer.

(2) If a telecommunications carrier provides different categorics of service, but a customer does
not subscribe to more than one offering by tbe earrier, tbe carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or permit access to ePNI to market to a
'customer service offerings that are within a category of service to wbich tbe subscriber does not already
subscribe fl:om that carrier, unless that i;:arricr has customer approval to do so, except as descnoed in
paragraph(c) oftbls section.

(1) A wireless provider may use, disclo,e, or pennlt access to ePNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information servic.(s). A wireline carrier
may use, disclose or permit access to CPNI d.rtved from its provision of local exchange service. or
interexchange service, without customer approval, for the provision ofePE and cail answering, voice mail
or messaging, voice storage and re~'levat services, fax store and forward, and protocol conversion.

(2) A tdecommunications carrier may not use, disclose, or penuit access to CPNl to identify or
track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNI to track ail customers that call local 'ervice competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI~ without customer
approval, as described in fuis paragraph (c).

(1) A telecommunications carder may use~ disclose, or permit access to CPNl, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services,

(2) CMRS providers may use, disclose, or permit access to CPNl for tile purpose of conducting
research on tbe health effects of CMRS.



(3) LECs, CMRS providers, and interconnected Voll' providers may usc CPNI, WitllOut customer
approval, to marl,et set,ices formerly known as adjllncNo-basic services, such as, but not limited to, speed
dialing, computer~provided directory assistance, can monitoring, t:aU tracing} ~1 blucking, calt return,
repeat dialing, call tracking, cali waiting, caHer J.D" cail forwarding, and certain Centrex features.

(d) 11. telecOn1mutllcanons carrier may use, disclose, or permit access to CI'Nl to pl'Otect the rights
o!..Pc':'eeri):.."fthe.~ier, or to prokc( u~crs of~hosc oorvi""s and other carriers from fraudulellt, al>usive, or
unlawful use ofl or SUbscription to, such services,

The Company has adopted specific CPNI palieles to ensure that, ill the absence of at/$/alner IlPproml,
CPNI If only IISeil by tile COmpmlJ' to provilie or market service offermgs among the categarie., of
service (Le., local, i"terexcJtallgE, alld Ctvf1lS) to whldt the customer already subscribes. TIle
Compll!!y's CPNI polides prOhibit tlle sharing of CPNI with II[filiated CQmpallies, except I1S permitted
under Rule 64.20115(0)(1) or with cu'tomer approval pars"a"t to Rule 64.2001(b), The.only exceptiolls
UJ these policies are ILI'pc"mitte,1 '/Ilder 47 U,S,c' § 222(d) atld Rule 64,2005.

Section 64.2007 Approval requirOO tor use of customer proprietary network in[QrmaUon.

•

(a) A telecommunications carrier may obtain approval Lluougb written, oral or electronic
methods.

(I) A telecommunications carrier r'>lying on oral approval shall bear the burden of demonstrating
that such approval has been given. in compliance. with the Commission's lules In this palt,

(2) Approval or disapproval to use, disclose, or permit aCe""" to a customer's epN! obtained by a
telecommunications catTier must remain b 6ffe:ct nom the customer revokes or HmifJ:;. sucb approval Of
di.lapproval.

(3) A telecolmnunication, emior must mailllai" records of approval, whether oral, wrilten Or

eleCtronic, for at least one year.

III all circumstallcellwhere Cf(stomer approval is required to use, d/sdose or permit access to ePNl, the
CompollY'S CPNI pollcles require t/tat the Compfilly obiaiu cu,tomer approval thrtllZgk writtell, oral or
electronic meihods lrI c011lplilUlce with Rule 64,2007. A clIstomer's apprlJl'al or disapproval remaills 1JI
<iffect Ill/til the customer revokes or limits the approval or iJJsilpprovaL nle Compilny maintuiu.• records
ojcll.stomer approval (w!tether ..rit/ell, oral or electrollic) jor a millimnm ofolleyear.

(b) U,e ofOpt-Out and Opt.!n Approval Pl'ucessos, A u;;"conununications ca/Tler may, subject
to opt-out approval or opt-in approval, use its ctlstomer's indiVidually identifiable erNl for ti,e purpose of
ma:rketing communicatio:ns¥!datcd services to thut customer. A telecommunications can'iel' may, subject to
opt-out approval or Opt-UI approval, disclose its customer's individually identi liable erN1, for lhe purpose
of marketing conununicatioDs¥rclated 3crviccs to that customer, to its agents and its affiliates tllat provide
comnmnicatiQHs-related services. A telecommunications carrier may also perrnit such person or entities to
obtai" ace,,,, to such CPNI for such purpos.s. Except for use and disclosure of CPNllhat is pemlitted
wilhout customer aw,'oval under section §64.2005, or that is described in this paragraph, Or os otllerwise
provided in section 222 of Ibe Communications Act of 1934, as amended, a telecommunications camer
may ollly use, disclose, or permit access to its cu,tomer's individually identifiable CI'Nl .ubjecot to opl.ill
approvaL

The Company does not lise CPNI jQr allY pilI'pose (itlCludll1g marketing cOlWmmicatwns-related
services) aml does 1l0f disclose or graftt access 10 CPNI to any pal'/Y (inclilduig II> age:nts or affiliates tltot
provide ClJmJmm;catlorls-T'elawl services), except as permitted under 47 V.S.C. .§ 222(4) anlf [lule
64.2005,
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Section 64.2008 Notice required ror use ofeustorner proprietary network informatiOll.

(a) Notijication, Generally. (I) Prior to any solicimHon for customer approval, a
telecommunications carrier must provide notification to the customer oftl1e customer's right to restrict use
oj; disclose of, and access to that customer's CPNI.

(2) A teif.t;ommunicalions colT;er must mmntain records ofnot;fjcatioll, whether oral, written or
-----.electronlC;lii{at least one year.

(1)) lndividuallJotke to customers must be provided when soliciting approval 10 use, disclos<>, or
permit ?Ccess to customers' CPNI.

(c) Content ofNotice. Customer notitication must provide sufficient intorm.ation too aMble the
customer to make an infonncd decision a1(. to v,.h:th~T to pemlit a carrier to llSC, disclose, or pt}mlit access
to> the customer'3 CP'NI.

(1) The notification must state that the customer has a right, and the calXiel' has a duty, under
fedorallaw, to protect the confidentiality ofCPNI.

(2) The notification m\lst specity the types of information that constitute CPNI and the spacific
cntitios that will rec";ye the CPNJ, describe the purposes for which CPN( will be used, and infonn the
customer ofhis or her right to disapprove those uses, and deny or withdraw acee.. to CPNl at any tim•.

(3) The notification must advise the customer ofthe precise sleps the co.q!omer must take in order
to grant or deny acce.. to CPNl, and mu.t c10arly .tate that a denilll of approval will not affect the
provision of any $.''I'i"", to which the customer subscribes. However, camers may provide a brief
statement:, b a clear and neutral lunguagel describing consequences directly resulting frorn the lack of
acceSS to CP'NI.

(4) The notification nmst be comprehensible and must not be misleading.

(5) If written notification Is provided, the notice mulrt be clearly legible, use sufficiently large
'type, and be placed ~) au area so as to be readily apparent to a customer.

(6) ff any pOliion of a nolification is translated lnto another language, ~"en at! portions of the
notifkatlon musl be trar,slated into that language.

(7) A carrier may state in the notification that the customer's approval!o use CPNI may eubance
the carrierl,g ability to of:feJ: products and services tailmed to the customer's needs. A carrier also nwy state
ill tbe notificatioll that it may be compelled to disclose CrNI to any persollupon affilTlli\tive written request
by the customer.

(8) A can'ier may not include in thc notification any statmnont .twmpting to ~ncourage a customer
to !i'eeze u\ird·pm'ty access to CP'Nl.

(9) TIle notification must state that any approval, or denial of approval for the use of CPNl
outside ofthe service to which the clIstomer already subRcrihes from Umt currier i' valid until the customer
affirmatively rcvok~'S or limit, such approval or denial.

(10) A tc!womrnunications carrier's solicitation for approval must be proximate to th~

notificatioll ofa cllstomer's CPN! rights.

The ComplI'flY's CPNI policies require IIIIlt c.uswmers he ,zotijied Of Iheir righls, and the Compan.v·s
obligations. witl, respect to CPNIprior to allY sollcitatioll for customer approval. Alt required customer
notlees (whetiler lVritten, oral or electranic) camply with tl,e requirements of Rille 64.:J()(J8, The
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Company maintains records of all require(! custumer noiko.es (wTlether written., or/Ii or electronic) for a
minimum ojoneyeal\

(d) Notice Reqldrements Specific to Opt-Out. A telecommunication, camer must provide
notification to ob1ain Opt-out approval ulrougb elooU'Ollic or written merhod., but not by 0..01
communication (except '''' provided in paragraph (1) ofiliis section). The contents of any sucb notification
must comply with the requit'enlcnts ofparagraph (c) of this seelioll.---------------

(I) Curlers must wait a 30-&y minimum period of time after giving customers notice ?nd an
opportunity to opt~out before assumbg customer approval tD use, disclose, or permil aC\:l::ss to CP:l\'fJ. A
carrier may, Ul ifs discretion, provide for a longer period, CarrIers nm,'t notify customers as to the
applicable waiting period for a response before approval is ."urned,

(i) In tlle case of an eleeD'mic loun of notification, L'1e waiting period shall begin to run from the
date Oll which the uotification was sent; and

(ii) III the case of notification by mail, Il,. waiting period sltan begin to lUll 011 ilie third day
followbg the date that the notification was mailed.

(2) C",'riers using tile opt-out mecbanism must provide notice, to ilieir Clmomers eVelY two
years.

(3) Telecommunications carrie,," that use e-mallto provide opt-out notices must comply with the
fullowing requirements in addition to the l'eCJ.uirements generally applicable to notification:

(i) Curriers must obtain express, verifiable, prior approval from cOllsumers to se·ud notices via e­
mail regarding their service in general, or ePNl in particular;

(Ii) Carriers must allow customers to reply directly to e-mails containing CPN! notices ill order w

(iii) Opt-out e-maH notices that '.te reM,ted to the carrier as UJ1deliverable must be sent to the
-customer in another form bcfnrc ctU'riers may consWcr the customer to ha.ve received notice;

(iv) Carrier. that us. a-mail to send CPN! notices must ensure tllat the subject line ofthe message
clearly and accurately identifies tile subject llJ}\lter ot"the e-mail; and

(v) TelecollllUunications cmiers must make a\'l'Jlable to every customer a method to opt-out that
is of no additional cost to the customer and that is a",oilahle 24 hours a day, seven days a week. C"'Tiers
may satisfy this requirement tlJrough a combination of methods, so long '.$ all customers have the ability to
opt-out at no cost aud ure oblo to eJIeetuale th"t choice whenever they choose.

The Compauy does not currenr(v Solicit "upt oul" Cll.,to"",r approval/or the llse or disclosure ~rCPNI.

The Company does JIot llse CPNI for allY pl/rpo$C: (inclUding IIwketillg cOlltlllunicllliOllll-retared
lIen'ices) (JJld does nor disculSe or grant atcess to CPNI tfJ (lny party (il/cludiJlg UJ agents or affiliates t/rat
prrll'iIle communications-related services), except all permitred Illlder 47 US.c. .f! 222(d) lind Rule
64_2005.

(c) Notice ReqUirements Specific to Opt-In. A telecommunication, carricr may provide
notifica;ioll to obtain opt-in upprovaJ ull'ough oral, written, or eloott'Onic methods. The contents ofany such
notification DIU<\: comply with ilie requirements ofparagraph (c) of this sectioll.

The CompaNy does Iwt CJJI'l'eIltly solicit "opt ill" customer approvalfllr the llse lIr d.vcln"ure oJ CPNl.
Tile Company does not use, disclose or gram accesS to CPNI jar ally purpose, 10 allY patty or in allY
maImer that would rt'-quire a custom.er'.'i rrQpi fu H approval under the: Commission's: CPl'Y7 Rules.
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(I) Norioe Requirements Speoifio to One-Time Use ofCPNI_ (1) Carriers may use omillotiee to
obtain limite~ one-time usc of CPNI for inbound and outbound customer te1ephone contacts for the
dw:ationd' the call, regardless of whother eaniers nse opt-out ot opt-in approval based on the ll;>lure of lhe
confucL

(2) The content, of any such notification must comply w[tb the reqllirementl of paragraph (c) of
this section, except that telecommunjcations can-ielS may omit allY ofth~ fonowing notice provisions if not

---;;re"'feVllnt to tnelrmfle<fuse for wnTchtheciii.11ef seelis cl'Nl,--
([) Carriers need not advise customers that if they have: opted..out prcviou~IYl no action is needed

to maintain the opt·out election;

(ii) Carriers need nol advise customers tbnt they may share ePN! with their atfiJJates or third
parti"" and nood not name those entilie" if tllO limited ePNI usage will not result in usc by, or disclosure
to, an affiliate or third party;

(ill) Carriers need not disclose the means by which a customer can deny or withdraw tllturc access
to CPN'l, so long a."{ carriers explain to customers that the scope of the approval the canier seeks i~ limited
to one-time use; and

(iv) Carriers may omit disclosure of th.. precise steps a customer ruust tak.. in order to grant or
deny access to C})NI, as long as the carrier clearly communicates that the customer can deny acces& to his
CPNl for the call.

In instances wbere tb" Company .·edcs OM-time cll.Wnter approvalfor Ilze /lse or aj,;closure af CPNl,
tlI~ Compoll} obtaIns sudl approval III aCC()ftIaltee with the disclosures, IIUttllOI1S IIlld requirelll~nt$

C&lIla/ued in Rule 2008(j).

Section 64.2009 Safeguards required for UBe of custolner proprietary Iletwork informstion.

(n) Telecommunications caniers must unplement a system by which the status of a customer's
"CPNI approv;l! can be clearly eslabltlhed vrior to Lhe use ofCrN!.

The Company's billing system allows at,thorized comprmy persolltlel to easliy detenuille tbe status Of a
Cl/stom.r's CPNI approval on the c"stomer aceO/llI1 screen prior to Ihe /I,'" or ,I/selos"re ofePNl.

(0) Teleco=unlcatiOllS carriers must tnlln their personnel as to when thoy are and are nol
uuthorized (0 usc ePNI, and carriers must have an express dlscipUnury process in place.

11,e Company has e,<iablliil,etl CPNI complimlee poilele.. ibat include empluyee training an restrid/OIlS
on the use aM disclosure of eRNE alld reqnired sqfeg"ards to proleet agaillst IInauthof'ked use or
dt<elosure of Cl'Nf. Employees Irave signed t/rat they undemal,d the CrNf policies alld a vIolation of
those policies will re-mlt /11 disciplinary lleti,m.

(c) All caniers shall maint~in a record. electronically or in some ofher manner, of their own and
their affiliates\ sales. and marketing t:ampaigns that usc their custumCIS~ CPNI. All carricrJ ~huJl ma-intain u
record of all installces where CPNi was disclosed or provided to third pal1ies, or where third parties were
allowod acc~ss to GPNI. The record must include a description of each cumpaign, the ,pecific CPNI that
,vas used in tl:. campaign, alld what products and services were offered as a part ofilie campaign. carriers
shall retain the record for a minimum of one yeaT.

I'he Comp(lJly', epNl policles reqllire that al/.,ales anti murkeliug cump"iglls iT/ciudiug Ihose l/liiiZilll!
CPNl be recorded and kept ollfilefor ar lew;/ olleyear. Records are also mailltamcdfor disclosure or
IICCf.ys 10 ePNl by iltll'd parties. The. recol'll. Include the requlre<l informatloll livred in Rale 64.2009(c).
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(d) Telecommunications carders must establish a supervisOtY review process regarding ~arrier

complian.cc with the rules in tcJ, subpa~; for out-bound marketing situations and maintl'lin rewrds of "",rrier
compliance for a minimum period of ~nc year. Specifically, sales persolUlel must obtain supervisory
approval of any proposed out-botmd marketing request for customer approval.

Tk. C011lPallY's CPNI policies require employees 10 obtain approval from Ihe CO/llpany's CPNI
CQ!!J1!lillr1fi!.2JJJ.eer tiJ.r ailltlarkea~g eMIlIalglls, Ir!ciudlllg those ulfll~f!y; CPN.!>.E.ior to iJliliawlR..tha;=.t _
campaig'" Record of the marketmg caltlpaign.~, along Witil the appropriate stlpervisory approval is
maltltalnedfar lit leflst Olle year.

(e) A telecommunications t:arrier must have nn officert as an agent of the carrier~ sign and file
with the Commission a compliance. certlficaoo on all anmla] basis. The oft1c"," must state ill the certification
that he or ,he has personal knowle<lgc that tho company has established operating procedures that are
adequate to ensure compll~nce with the niles in. tills subpatt. 1h. carrier mllst provide a ,tatement
accompanying the cerHueote explaining how it. operating procedures ensure that it is or is not hl
compliauce with the l1Iles in this subpart. In addition, lhe carrier must include all. explanation of any
actions taken against data brokers and a summary of .11 customer corr.plcints received in the past year
conceming the unauthorized release of CPNI. This flling must be made annually with the Enforooment
Bureau on or before March I in BB Docket No. 06-36, for data peJtnining to the previous caiendm year.

11te required offlcer CR-ftifu:ation, aetimls takell against <lata orokers and summary of customer
eamp/omt docun,ents are ille/tltled with this a""o",ponylllg statemeut. Tile Comprmy will flle these
dncumeltts on an annual hasis on iJr he/ore .l1arch 1for tluta perJaming to tile previous calendar yea:t,

(f) Carriers muflt provide written [lotiee within five business days to the Conunission of any
installce where the opt-011t mechatlisms do not work properly, to sueh a degree thai consumers' inability to
opt-cut is more than an anomaly.

(1) The notice shall be in the fonnof a leiter, and shall include the carner's name, a description of
the npt-out mech.nism(s) used, Lfle problems(s) experien<X>d, the remedy proposed and when it wEl be/was
implemented, whether the relevanl state cOtnll1issi<m(s) has been notified and wllethcr it has taken any
actio~ a copy of the notice provided to customers, ana conta(..t information.

(2) Such notice mu,t be :rnbmitted even if the eatTier offers other metlJOds by which consumers
may opt-out

The Company dMS ,wteurrently solicit "opt out" C!lslOmer approvaljor the use or diseiosurt< afG1'NI.

Section 64.2010 Saf~guards on lite dise!osure ofcust.omcr proprietary network information.

(a) Saftg-uarding ePNi. Telecommunications caniers must take rea.sonable measllnlS to discover
and protect against attempts to gain unauthorized llC",,"SS 10 erNl. Telecommuuieations carri",:. must
properly authenticate II customer prior to disclosing CPNI based on customcl'-initiatcd telephone contaet,
online accourrt acccss~ or un in~$torc visit.

'll,e Company'., CPNI polkie.. oltd emplayee trainlltg me/ude reasonable measures /a discover and
protect against activity tllat Is ;!UUeflllve Of pretex.tlng fllld employees are l,..~truc.led to notilY the CPN!
CmnpUanee Officer if any "lick actMty is slispeeleri.

(b) Telephone aeeess to ePNi. Telecommunications carriers may only disclose call detail
infonTlatiou over the telephone, based on customer-initiated telephone coutact, if the customer fu'St
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the cattier asking for readily available biographical information, or aceouot infonnatlon. If the customer
do"" not provide a password, the te!ccommunication, carrl.r may only disclose call detail information by
s""ding It to ilie customer's ftddreSi of record, or, by calling the cuslomer at the telephone number of
record. If the cns;<>mer is able to provide call detail information to the teiecommunications """rier during a
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customcr..initiated call \vllhout the lelecotntnunications carrierts assistance, then the telecommunications
cm~ier Is pennitted to discuss the call detail information provided by tile customer.

The Company's CPNI policies ensure that a customer is only able to access calt detail information over the
telephone in one of the ways listed in Rule 64.2010(b). tfthe customer cannot remember their password, they can
have their password texted to their phone. The password is not based on readily available biographical
information or account information. Customer service representatives are instructed to authenticate customers

--_._-_._._- over the telephone in all instances except in the case where the customer provides the call detail information
without the assistance of the Company.

(c) Onl'ne access (0 CPNI, A teleeolJJIllunication, carrier must auillentlcate a customer without
the use of readily available biograpb1cal information, or aeeOlUlt information, prior to allowing the
customer online acCess to ePNI related to a tel~commnnications sf;}f\'ice aCCtllmt. Once authenticatedl file
,,\\Stomer may only obt.:n onlino access to ePNI related to a telecmnmunications sel"Vice acoount tlu'ollgh a
password, as described in paragraph (0) oftbis seotioll,dlUt is not prompted by lb.c Clll~itr asking for rcadily
available biographical information, or account infonnation.
The Customer must enter their phone number and password. If the customer does not have a password, they can
have it texted to their phone.

(d) fn-Store aCCMS to ePNI, A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first pI.s.nts to the telecommunications olUlier or Its agent a valid photo
fD matching the customer'aaccount information.

There are no retail locations.

• Ce) Estahil~,hment of a Password a"d Back-up Auihentication Method, for Lost or Forgotten
Pass,,,ords. To establish a password, atelecolllmunicatiolls carrier must authenticate tl,e customer without
the use ofreadily avaHabfe biographical information~ or account information. Telecommunications carriers
may create a back-up custouwr authenticatioll method in the event ofa lost or forgotten password, but such
,back-up ctJ.,tomcr authentication metli.od may not prompt the cuslomer for readily available biographical
'information, or account inft>l1uatlou. If a customer ca1'lnot provide the coneel password or tbe COlrect
respanBe for the back-up customer authenticat.ion method, the customer mnst es'.lIblish a new password a8
described 1, this paragraph.

The Company's CPNI policies allow for a few ways to establish a password, all of which ensure compliance with
the above paragraph. In no event does the Company use readily available biographical infonnation or account
information as a back-up question or as a means to establish a password or authenticate the customer.

([) Notiflca.tlon of account changes. Telecommunications carriers must notify cU3tom~rs

immediately whenever a password, customer response to a ba«k-np means of authentication for lost or
forgotten pnsswords, online accoun~ or address of record is ereated or changed. Tbis notification is not
requh'ed when the customer initiates service, including the selection of a password at service initiation,
This notification lllay be tlrrough a carrier-originated voicemail or text message to the teiephone lnunber of
record, or by mail to the address of record, aud mllst not rev"",j the changed Information or be sent to the
new account information.

The Company immediately mails out the notification to the address of record (never a new address) when required
by Rule 64,2010(f). The content of the notification complies with the requirements of Rule 64,2010(f).
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(g) Business Customer Exemption. TctcconL'llUnications carriers may bind th~mgelves

contmcrually ro authentication regimes other thM those described in thissoction for sennees dleyprovide
to their business c'Ustom~r that have both a dedk;ated account representative and a contract that specifically
addresses the carriers' prot~ctiOll ofCPNL

'f/Ie C()mpallY does ftot utilize tlle busilless custqtner CXl:eptlQII at tllis time.

Section 64.21111 Notille.tion of customer proprietary network information se<.urlty
breaches.

(a) A teleconummicntions carder shall notify law enforcement of a breach of its cusmillers' CPNT
as provided in this section. The carricr sball not notify its cusromers or disclose the breach publicly.
whether voluntarily or under statc or local law or these mles, until it has completed the process of uotifying
law enforcement pursuant to pamgrapb (b).

(11) A., soon as practicable, and in no event later ihan seVen (7) business days, after reasonable
determination of the breach. tha telecommunications carrier shalJ electronlcall}' notify the United States
Socret Service (USSS) aIld. the Federal Bureau of Inve,tigation (FBI) through a central reporting facility.
The Commission V.111111aIDtain a lllik 10 Ule reporting facility at htlll:lIwww.fcc.goY/eb/c!1.ui.

(1) Notwlthsralldhlg any state law to the contrary, Ule carrier shall not notify customers or
disclose the breach to the public ur.ti1 7 full bUElryess days bave pas,",,! .-fter notificalio~ in tile USgS and
ti,e FBI except as provided ill paragraphs (2) and (3).

(2) It the carrier believes that dlere is an. exttaordinurlly urgent need III notify any class ofaffected
customers sooner than otherwise allowed nnder paragrnph (I), in order to avoid immediate and irreparable
harm, it shall so indicate in its notificatioli and my proceed to immediately notify its affected eustomcrs
only after consultation with. the relevant investigating agency. The carrier sball cooperate with the relevant
investigating agency's request to minimize an)' adve...e effects ofsuch customer notification.

(3) If the relevant investigllling agency determines drat tile publie disclosure Dr notice to
,customers would impede or compromise an ongoing or potential crilnL1a l investigation or natioJlJll s<>Cllrity,
such agency may direct the carrier not to so disclo,e or notify for an initial period of up to 30 days. Sueh
period may be extended. by the ageMy as reasonable necessaty in the judgment of the agency. If such
direc'tion is given, the agency shall notify the carrier whc'n it appears that public disclosure or notice to
aftected CUS!{)mers wili no longer impede or compromise a criminal investigation or national seetuity. The
age-ncy shall provide in writing its initial direction to the carricr~ any subsequent cxtcllsinn, and any
notification that noti"" will no l<:mger impede or compromise a criminal investigation 01' national security
and such writing, >:hall be contemporaneoa,ly logged on the same reporting facility t1mt emElains records of
notifications tiled by cmiers.

(e) Recordkeeping. Ail carrie", shall maintain a record, electronicaill ' or in some otber ma11llilr, of
ally brcache, discovered, notificatiou made to the USSS and the FBI pursuant to parograph (11), and
llotifkation made to &Jstomers. The record must include. if available, dates ofdiscovery and notitication. a
detailed description of the ePNI that was the subject of the breadl, and dIe circumgtane,,", ,,1' the breach.
Cl\lTiers shall retain the record for a minimum 01'2 years.

The Company Tzus policies and procellures if! place 10 eJ/sure com/lll(lllce with Rule 64.2811. JillJlen it is
reasonably delerm/IIM tltat a brMclt Itas occurnd, tl.. CPNI Compliance Officer wilt lWtify law
enforcemenl and its cuslomer in the required limeframes. A record oflhe breffch wUI be moilw,inedfor
a minimum of two years and will include all Informall,m required by RuJe 64.2011.
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